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� � SAP SI and Securinfo�
innovative Solutions for better 

Application security and more Transparency�
�

�

SAP SI adopts integrated control solution with 
Authorization management for the minimization of Risks�

�
� Can you provide an example? 

�
Linkies: We take for example the 
development of authentification 
concepts for the safe establishment 
of SAP systems.  We have to 
specifically establish the nature and 
extent of the required security for 
each individual enterprise.  Are user 
ID’s and passwords sufficient to sign 
on to a system or will additional 
mechanisms like digital certificates,�

partners that offer new technologies.  
The cooperation with Securinfo for 
Authorization Management is a result 
of the matters described above. 
 
What advantages result from this 
Partnership? 
 
Linkies: In principle we have 
determined that security is often a 
double-edged sword.  It is often very 
difficult to justify the extent of work 
�

�
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Mr. Linkies, can you please briefly 
describe the business philosophy 
of SAP SI?�
�
Linkies: As an international IT 
consulting and service provider and 
as an integral component of the SAP 
group we focus on customers who 
use SAP enterprise solutions. Within 
that framework we offer advisory 
activities to help integrate processes 
and systems in co-operation with the 
customer in order to increase the 
value of the respective enterprise. 
 
Are your services restricted to 
certain enterprises or industries?�
�
Linkies: Our clients vary from 
medium sized companies to large 
international corporations.  SAP SI 
offers services to companies in all 
industries - from consumer goods to 
the automobile industry.  We offer a 
complete range of SAP consulting 
services varying from development 
of IT strategies to implementation 
and optimization.�
�
Is security included as part of the 
optimization process?�
�
Linkies: Security comprises an 
important part of our advisory 
activities. Within applications like 
SAP these services are very 
business process orientated, 
however our services extend to 
cover hardware and the entire 
infrastructure.  This naturally also 
covers the identification and 
evaluation of risk factors and the 
consideration of security 
mechanisms and controls to 
minimize risk in a cost-effective 
manner. 
�

 
Single Sign On (SSO) or Public Key 
Infrastructure (PKI) be used?  Are 
the security options of SAP sufficient 
or do we require an integrated 
Partner solution in order to further 
minimize the risks?  If for example 
the registration by digital certificate 
inclusive smart card is wanted, then 
we need to cooperate with an 
external Partner.  Within that 
framework there are SSO scenarios 
entirely within SAP solutions and 
there are also third party products.  
As a consulting firm we must always 
be able to offer the optimum solution, 
so we look to co-operate with  

 
required to properly implement 
security.  In the past customers have 
invested much time and effort 
without being able to generate any 
noticeable improvements.  A ROI 
was only measurable as a 
consequence of a security incident.  
The reason is not only because of 
consulting errors, but also because 
of a lack of transparency of the 
security solutions and a lack of 
adequate technology.  The tendency 
is still to invest too little in a security 
solution, so many companies have 
difficulties with�
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� capabilities to the business user.  

This unification makes it possible to 
offer an integrated system for each 
defined business process in such a 
way that responsible persons can 
receive extended access rights to 
certain transactions and functions so 
that the obligation for the 
administration can be transferred.  In 
this way we redefine the role of the 
business process owner from the 
authorization perspective. 
 
"Securinfo for SAP" also integrates a 
RISK management component that 
delivers more than 3000 pre-�

Can you summarize the 
characteristics of "Securinfo for 
SAP"? 
�
Linkies: Using "Securinfo for SAP" 
can make the highly complex and 
technical procedure of authorization 
and user administration far more 
effective and simpler.  By separating 
the roles in the SAP systems into 
functional and organizational 
components the design and 
implementation becomes 
substantially quicker. 
 
With the introduction of "Information �
�

�

�

their Authorization systems as well 
as appropriate CHANGE 
management processes, with the 
consequence that most 
organizations do not yet have the 
degree of security and process 
optimization that is actually 
necessary.  With the technical nature 
and complexity of the authorization 
concept in SAP systems, it has 
historically only been possible for 
specialized personnel with the 
required degree of technical skill to 
administer SAP authorizations and 
so far this could only be 
accomplished by the IT departments. 
 
The problems that have resulted 
from this are varied: The 
administrator understands the 
technical requirements but only in 
the rarest cases does he have 
adequate knowledge of the business 
processes affected by the 
assignment of authorizations.  The 
personnel in the individual 
departments understand the 
business process better but do not 
understand the impact of the roles 
and do not have the skills to handle 
the high technical complexity.  This is 
where “Securinfo for SAP” delivers a 
user friendly security system to the 
individual business areas. 
�
Can you describe the concept of 
Securinfo?�
�
Tattersall: As a result of many years 
experience within IT security we 
have accumulated comprehensive 
knowledge of what the customer 
actually needs – a relatively simple 
communication system that presents 
and enables maintenance of access 
rights and user assignment by 
various business users.  By 
embedding Controls with Change 
Management processes and 
workflows we can deliver problem-
free maintenance�

 
defined risks (e.g. an employee has 
access to a suppliers© master data 
record and may also change the 
bank data).  Sensitive Transactions 
and Segregation of Duty 
combinations are identified, controls 
are specified and Risk Occurrences 
are automatically examined.  
"Securinfo for SAP" enables risk 
mitigation instructions (e.g. the 
preparation and dispatch of a weekly 
report to the Controller) to be work-
flowed to the appropriate person.   
 
Similarly "Securinfo for SAP” 
integrates CHANGE management 
with RISK management and 
AUTHORIZATION management. 
�

�
Ownership" security moves into the 
individual business processes; IT 
administrators do not have to worry 
about the organizational and 
functional content of the roles and 
can concentrate on their actual 
responsibility of ensuring the security 
of the IT systems. 
 
About the persons. 
 
Mario Linkies, Director Competence 
Center, Risk management & IT 
Security, SAP Systems Integration 
AG, www.sap-si.com�
�
Peter Tattersall, CEO, Securinfo 
Limited, www.securinfo.com�
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